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1 Introduction

Legal, regulatory and corporate requirements demandfierimplementation oenterprise

governance Cyber security is a constantly growing challenge for modern enterpBgsgems managing
and supervising Governance, Risk and Compliance have successfully made their way into many
organisations. Based on thadividual requirements for maintaining security, achieving compliance and
providing evidence for weltxecuted governance, these systems focuyvarious and often isolated
aspects of ITsecurityand the modelled business processes.

Formany organizatiog the important step to take ithe step back taverlook their overall

preparednessfotr oday ' s c¢ h al dyeerseswisandrcengplamncelGetting toan adequate

overall perspective on compliance, governaneguires mature approaches in both tleeganizational

and technological way of looking at risk assuramiisk Assurands animportant elementfor

implementing such aenterprisewide governance program. It covers the processes and the

organization that are required to make sure that the mlegoals of an organization form the

foundation for all business actions by ensuring IT is adequately execudihdefined business

processes. This can in turn lead to the achievement of practical and actionable application of compliance
andimplementaion of cyber securityprocessesvhile successfully integrating with constantly evolving

or changing technologies amdntinuouslyenabling agility and innovation

Many organizations understand today that this is not only a technological challenge bueglses a
conceptual, framework foundation as wel.standardsased framework defining a Risk baseddPam
organization and a compieentarytechnologicaplatform which integrates business needs with
Information security guidelines, while maintainirigk governance and resilience.

TechDemocracy is aolution providerspecialized in offering servicasthe areas oConsulting
Managedservicesand Implementation serviced hey are focusing on various technologies including
Identity and AccesBlanagementData SecurityBusiness Process Managemeant Business

intelligence Founded in 2000 they have their maiampany representation ikdison, New Jersey

United StatesAs a strong partner of Oracle aN@rdela substantial segment of their business is closely
connected to providing solutions and serviceshat product space, namely Oracle IAM/IAG solutions
and Oracle Enterprise Gateway
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2 Framework, Product and Service Description

TechDemocracy enters the mkat for risk assurancwith both awell-thought-out framework design
conceptfor establishing risk based assurance programd a complementarysoftwareplatform for
implementingthis on top of strong application functionalities

TechDemocracyfocuses on providing a solution spanning acrofsrimed, secured,governed and
resilientservices Based on a traditionahanaged security service provid@dSSP) model they aim at
transforming the originally operations focused approach into a more asserbased approach while
facilitating both prevention and remediation

To achieve this, breaking @xisting siloess implemented by existing government software platforms
is a key challenge while combining existing information into one holistic andiatkdy structured view.
This view needs to be designed in a manner that it is able to provide answers to essential questions
across altechnology areas, e.g. whether adequate protection against cyber risks like data breaches,
DDoSattacks or malware is agred, or ifan incident is detected and remediated appropriately.

A potential side effect of thestablishingof a such astrategic and technological approach as described
below is to supporthe transformation ofan existingCISO (Chief Information SeityiOfficer) office
towards leveraging a risk based program approach.

2.1 Framework

The underlyingentralcoreideaof the TechDemocracy solution is a detai@gber Risk Governance
Services FrameworKhefundamentalframework approach as facilitated BychDemocracig designed
to provide a standardbased way of defining a risk based program organizafiomachieve thisthis
framework distinguishebetweentwo logical dimensions.

COEs

From the roles and tasks required it distinguistedween four keyCentres of Excellence (COES) within
a CISQorganization, whiclin turn reflect four individual aspects dhe risk based approach. The
suggested functions are:

i Strategic Advisory [hformed’) —defines business and risk management requirements

1 Cyber Sedqity Technology“Secured) —designs and builds protective systems based on security
technology

i1 Cyber Risk Governanc&pverned) — providescontinuousinsight into riskposture and level of
adherence to requiredompliance.

1 Audit and AssurancéResilient) —monitors capabilities to prevent, detect and respond to cyber
threats, while constantly testing and improving procedures.

These four COEs support the CISO role and form parts of a continuously improving and maturing process
while adapting tcmew requirements and changing conditions.
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Objects

The second dimension are the objects to consider when executing cyber security processes and
providing risk assurance. These cover:

1 Entity (including ldentities and Access)

Device(including mobile and endpoint management)

Network (including Threat Intelligence and Network Security)
Application(including Security Architecture and Vulnerability Management)
Data(including data classification, data security and data leakage prevanti
1 Platform(including SEM, on premise security artbud security)

= 4 4 A

These two dimensions subsequently lead to(24ix6)well-definedfunctional areas related teach

possible pair obbject andCOEThese are covereih the overall framework and areflected in the
functionality of the plattormEx a mpl es f or these functional areas
covering e.g. cloud security services ecwityarchitecture &designor “ Gover ned dat a se
covering databasactivity monitoring, GRMperationsor program and problem management.

Each of these functional areas and their associated staff member are designed to have access to tailored
and individualized evaluations reports and status information offering both insight and interaction.

2.2 Platform

The main access point to the complementary TechDemocracy platform is the Risk Assurance Center
(RAC). This application is implemented as a-bgded, portalike applicationBased on the

consolidated, crossilo information this solution allow® define and execute reports and dashboards
for the functional areas mentioned abo@ad act as aRisk Analytics / Compliance Analyfiatform

Its builtin issue tracker allogto have a consolidated view of identified issues #melr tracking until
closure.Furthermore itintegrates wellwith existingService Management, Workfloar Ticketing

solutions.

Theindividual roleswithin the CISO organisatidor centres of excellence as described abare)

reflected within the roles as implemented for ngithis application. Thus, the individual functional areas

of expertise can be assigned to the adequate expéditerefore, acesdo the RAGoftwareis

administered using aRBAGpproach (Role Based Access Contl)ser can be added wittingle or

multiple roles(e . ¢nforméd Admiri, “Governed Admit “Secured Admih “Resilient Admity

“General usé. The assignment of individual roles provides access to the reports, dashboards and

further functionality as required for the individual area of exjgras defined in the underlying

framework conceptAd mi ni strative Users (“RACAddmin”) are al
aspects of the platform.

The overall RAC software architecture distinguishes between clearly separated software and data

storagemodulesf or i ndi vi dual tasks. While the " Systems
Designer” modules provide tafet mat hevodeleband t WweDaC
the “Feed Col Hadteori'/nfdalmavvdronr daol t he “ Data Stor
“Control Rul e Engine”, the “Risk Rule Engine and

reports and dashoards.
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The technological platforrimtegrates with existing security technology solutions by leveraging existing
data feeds and data sources. In genedalta can be consumed from existing databases or structured
text information like log file feedsXML @ CSV filesas well as through Web APlIntegration is possible
with a variety of stateof-the-art security and infrastructursolutions.The platform also allowsgging
andhashing ofdlata containing?ersonally Identifiable Information (Ptid) preventleakage in transit

In the entity / application domains such data sowso®&lude identity management systems, privileged

user management and identity intelligence solution. In the network domain DLP monitors, cloud access
security brokers, network intetlence, threat intelligence feeds and DDoS protection systems can be
integrated. In the device and platform domains systems for endpoint management, for mobile device
managemat, for infrastructure deviceand for cloud based devices (via gateways or &eran be

used as data sourceBurther important data sourcehat can be integratednclude traditionalsecurity
systems like SIEM (Security Information and Event Management) or perimeter security systems like
Firewalls or Itrusion Detection SystemdY8) within an existing Security Operations Center (SOC).

RAQorovides basic predefinecbntent containingcontrols fromvariousregulations (i.e. PCI, ISO 27001,
ITGC etc,while offering the abilityo configure and map controls to respective policidgified

controls andbasicregulations mappingare available out of box, however organizas@me ableand
encouraged tae-configure, updateandadd new controldo meet their individual need€very
breachability contextandthus non-compliance of &ontrol) can be associated with financial loss
penalty index shommgwhat a single risk or neoompliance elemenand their overall aggregatiorould
cost the organization

The software provided with the initial publically available version includesleapplication for
efficient executive access to reports and dashboards, includingtitigy of beinginformed ofa
ComplianceBreachabilityand Entityindex andmplemented ompliance measur® Furthermore, those
mobile apps include workflowapabilitieso actively influence ongoing processes througéssaing
functionality, including actively handling tickets.

The RAC software environment builds upon strong standard components, including JAVA 8 (coding
platform), various application servefgiforms, SQlbased RDBMS (Oracle and MySQL) for persistency
and Hadoop for mass data processing and analytics.

As an outlook on planned featurés upcoming releasesNew and extended functionalitiege
scheduled to provide thability to perform automaed closedloop remediation of issues through pre
configuration, selearning and inline certification to allow deeper drill down use cases and to include
end-systemsspecific dashboard widgets.

2.3 Deployment scenarios
TechDemocracy provides the platforntheer as traditional software or as a clodmhsed solution:

The deployment scenario with theoftwarebeinginstalled and deployed on premises witldn

or gani sat i oisof snpodandeavhen bighly seasitive information classified as intemal o
secret (or asimilarclassificatiorlike that, depending on théerminology in use) needs to be managed.
Apart from that the softwareanalsobe provided as Software as a Servieggnagedand maintained
throughtheir partnership withRackspacelhe Cloud services data centre are available in North America
and Europe both to provide geographical accass failover supporto clients.
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TechDemocracy used existing customer demands for applying a holistic approach toigimeadeiseir
Risk Assurance platforn©nce an organisation follows the fundamental framework approach the
platform offers a quick start into providirigsight intoconsolidated governance and compliance

information for various types of stakeholders.

By adling a meta level above existing varigashnologicakecurity, governance, compliance and
analyticssolutions and additioal (e.g. threat intelligencefeeds, TechDemocracy Risk Assurance Center
(RACUnifies existing information otherwise locked in intwividual silos.

It needs to be clearly understood thiechDemocracRRAC is a first release ahighlyambitiousand
innovativesoftware categorylt is to be expected that this soluti@nd its underlying conceptual
frameworkwill be appealingespecidly for larger enterprises with the need to correlate existing
compliance and risk information into a flexible, unified and powerful risk assurance rRodfdssional
services provided locally for potential customers, a consistent implementation of amagdl roadmap

and fast deployment cycles will be crucial.

Platform and service availability is scheduled in waves with the first wave providing availability of
business operations in the US and South Asia via India, being available immediately. Thevageond
covering business operations in the EU is scheduled for the first half of 2017.

Strengths

Challenges

e New type of consolidating compliance and gove
solutionacross silo systems

e Holistic riskoriented approachacrossvaried
technologies securingrganizational infrastructurs

e Comprehensive framework approach, building t
best practice and broad security experienagthin
singlereview and remedy platform

e Builds upon existing corporate enterprise softwe
including Security, IAM/IAG, GR threat
intelligence solutions, thus leveraging existing
enterprise expertise

e Easyportal-basedconfiguration shouldjuicklyallov
simple entrylevel deploymerd leveraging existing
best practices, while deegive into codingndividu
rules and contols isavailablefor more experience:
users

e Mobile clients for immediate interaction and exe
access.

e Choice of deployment between geremises and ii
the cloudallows individual platform design optio:

e RAGsoftware platform is a version 1,.But

strong roadmap available

Customers need to at least partially follov
the approachto operate a risk based
program in an Informed, Secured,
Governed, Resilient fashi@s specifiedn
the underlying framework definitions
Marketed as both service plus software,
requiring TechDemocracgr their

partners éxpertise with initial advisory
being part of an initial licensing
agreement

Initially limitedglobal partner ecosystem
for supporting potential customers
internationally,but with a consistent
expansion strategy.
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4 Copyright

© 2017Kuppinger Cole Ltd. All rights reserved. Reproduction and distribution of this publication in any form is forbidden unless
prior written permission. All conclusions, recommendations and predicio i n t hi s document represen
view. Through gathering more information and performing deep analysis, positions presented in this document will besubject t
refinements or even major changes. KuppingerCole disclaim all warrantiestescompleteness, accuracy and/or adequacy of

this information. Even if KuppingerCole research documents may discuss legal issues related to information security and
technology, KuppingerCole do not provide any legal services or advice and its poidicsbhall not be used as such.
KuppingerCole shall have no liability for errors or inadequacies in the information contained in this document. Any opinion
expressed may be subject to change without regstered®éeademadkd prod
of their respective holders. Use of them does not imply any affiliation with or endorsement by them.
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The Future of Information SecuriyToday

KuppingerCole supports IT professionals with outstanding expertise in defining IT strategies and in
relevant decision making processés a leading analyst company KuppingerCole provideshérst
vendorneutral information. Our services allow you to feel comfortaduhel secure in taking decisions
essential to your business.

KuppingerCole, founded in 2004, is a global Analyst Company headquartered in Europe focusing on
Information Security and Identity and Access Management (IAM). KuppingerCole stands for expertise,
thought leadership, outstanding practical relevance, and a venéaitral view on the information

security market segments, covering all relevant aspects like: Identity and Access Management (IAM),
Governance & Auditing Tools, Cloud and Virtualization rf@gclnformation Protection, Mobile as well

as Software Security, System and Network Security, Security Monitoring, Analytics & Reporting,
Governance, and Organization & Policies.

For further information, please contaclients@kuppingercole.com

Kuppinger Cole Ltd. Phone +49 (211) 23 70 740
Sonnenberger Strasse 16 Fax +49(211) 2370 7#11
65193Wiesbaden | Germany www.kuppingercole.com
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